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EXTENDEDABSTRACT

Introduction

Rapid urbanization and the increasing complexity of contemporary cities have challenged
traditional approaches to urban management, particularly in public service delivery,
infrastructure development, and administrative efficiency. In response, smart cities have
emerged as an innovative model that uses information and communication technologies
(ICT), digital infrastructure, and data-driven systems to improve urban quality of life and
optimize public resources. However, smart city development is not merely a technological
process; it also requires effective governance, institutional coordination, regulatory
oversight, and stakeholder participation. Government governance is particularly important
in implementing secure smart cities because it provides the institutional and regulatory
foundations for coordinating different actors and protecting public interests. The growing
use of interconnected technologies and extensive urban data creates challenges related to
cybersecurity, privacy, transparency, equal access, and responsible data management.
Addressing these challenges requires clear policies, defined institutional responsibilities,
effective coordination mechanisms, and appropriate technical and organizational
capacities. These requirements are especially significant in Iran, where responsibilities for
urban management, digital infrastructure, security, and standardization are distributed
across multiple governmental and municipal institutions. Such institutional fragmentation
may complicate coordinated decision-making and the integration of security requirements
into smart city initiatives. Despite increasing international attention to smart city
governance and security, the specific governance requirements of secure smart city
implementation in Iran remain insufficiently understood. Existing approaches do not
adequately explain how the country's institutional, legal, and organizational conditions
shape the government's role in this process. Therefore, this study aims to design a public
governance model for implementing a secure smart city in the metropolis of Tehran. It
addresses two research questions: What are the main dimensions and factors of
government governance in secure smart city implementation, and how can these
dimensions be conceptually organized to explain the government's role in this process?

Mothodology

This study is applied-developmental in purpose and qualitative in method, employing
thematic analysis based on Brown and Clarke's (2006) model. The statistical population
consisted of experts, managers, and specialists from executive agencies involved in smart
city initiatives in Tehran province. Participants included 13 experts selected through
purposive sampling until theoretical saturation. Inclusion criteria comprised holding a
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doctoral degree or specialized knowledge in public administration, having work experience
and research activity in the relevant field, and willingness to participate. The participant
composition included six municipal employees, four governorship staff, and three police
security personnel. Data were collected through semi-structured interviews. Participants
were asked to express their views, experiences, and opinions regarding the concept of
smart cities and the role of government governance in their implementation. Interviews
continued until theoretical saturation, meaning that when no new data emerged and
responses became repetitive, the interview process was terminated. For data analysis,
MAXQDA software was used, utilizing thematic network analysis developed by Attride-
Stirling (2001). In this method, themes are systematically organized into three levels: basic
themes, organizing themes, and global themes. The thematic analysis process followed six
phases: (1) familiarization with data; (2) generating initial codes, where interview texts
were carefully studied and independent ideas were identified as basic themes; (3) searching
for themes, where organizing and global themes were abstracted; (4) reviewing themes; (5)
defining and naming themes; and (6) producing the report. To ensure reliability, inter-
coder agreement was used. In addition to the primary researcher, another researcher
independently coded the findings. Cohen's kappa coefficient yielded 0.78, indicating
acceptable reliability. For validity, the final findings were presented to three university
experts and approved. In the open coding stage, 56 initial codes were extracted.

Findings

The fir?dings revealed that the role of government governance in secure smart city
implementation can be explained through one global theme, six organizing themes, and 20
basic themes. The global theme is "The Role of Government Governance in Secure Smart
City Implementation." The six organizing themes include: (1) Policy, Strategic, and Legal-
Regulatory Framework; (2) Institutional Architecture and Inter-organizational
Coordination; (3) Data Governance, Privacy, and Transparency; (4) Risk Management,
Security, and Resilience; (5) Stakeholder Participation and Social Legitimacy; and (6)
Standards, Technical-Organizational Capabilities, and Capacity Building. The first theme
emphasizes the lack of a cohesive national strategy for secure smart cities, ambiguity in
responsible agencies' roles, integrating security requirements into data and critical
infrastructure laws, and mandatory incident reporting. The second theme highlights
establishing provincial and municipal special groups headed by governors/mayors, creating
joint working groups for coordinated risk assessment, and formalizing public-private
partnership contracts with security and data ownership clauses. The third theme
underscores classifying sensitive urban data, defining access rules, conducting mandatory
privacy and security impact assessments, and launching public dashboards for
transparency. The fourth theme emphasizes periodic cyber and privacy risk assessments,
developing business continuity and crisis management plans, establishing security
operations at the city level, and integrating physical security with cybersecurity. The fifth
theme includes forming city advisory councils, using public consultation channels,
implementing awareness campaigns, and ensuring human oversight of automated systems.
The sixth theme necessitates adopting national cybersecurity standards, promoting
interoperability and open data standards, investing in training and certification, and
aligning urban initiatives with national programs.

Discussion and Conclusion

The findings indicate that a secure smart city is not merely a technological project but an
institutional, political, managerial, and social process requiring restructuring relationships
among government, municipalities, the private sector, security institutions, universities,
and citizens. The first theme aligns with Li et al. (2023) and Linenicka et al. (2025)
regarding coherent cybersecurity frameworks. It corresponds with Afshari et al. (2024)
concerning public policy in Tehran, though the present study emphasizes the security
dimension more. The second theme is consistent with Chatterji and Mukkai (2024) and
Akgiin et al. (2024) regarding institutional fragmentation barriers. The role of
municipalities is particularly important; based on expert statements, municipalities are at



the forefront but lack adequate authority, resources, and data access. The third theme aligns
with OECD (2023) and Fabrégue and Bogoni (2023) concerning data governance and
privacy. The fourth theme corresponds with Nucci et al. (2023) and Li et al. (2023). The
fifth theme directly align with Afshari et al. (2024). The sixth theme is consistent with
Shafiei and Ayat (1404) and Fouladi and Kamali (1404). The study concludes that secure
smart city implementation in tehran requires a transition from a project-oriented and
technology-centric approach to a governance-oriented approach. The government must
formulate a national secure smart city strategy, define institutional roles, incorporate
security and privacy requirements into laws and contracts, establish inter-agency
coordination mechanisms, and facilitate participation of municipalities, the private sector,
universities, and civil society. The proposed model demonstrates that the six dimensions
interact to shape smart city governance capacity. Policy-making without effective
institutional architecture is not implementable; institutional architecture without data
governance may lead to fragmentation; data governance without social participation will
lack legitimacy; and all components without technical capacity and specialized human
resources will not yield results. Practically, it is recommended that the government
establish a national coordinating body for secure smart cities, but this should not lead to
excessive centralization. At provincial and municipal levels, permanent working groups
should be formed with participation of governorships, municipalities, police, service
agencies, IT departments, universities, the private sector, and civil society. Every smart
project should be assessed for security, privacy, access equity, and interoperability impacts
before deployment.
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